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March 9, 2005

The Honorable David M. Walker
Comptroller General of the United States
U.S. Government Accountability Office
441 G Street, NW

Washington, DC 20548

Dear Mr. Walker:

We are writing to request that the Government Accountability Office investigate issues
arising from the federal government’s reliance on and contributions to commercially available
databases to provide information for use by law enforcement and in other important domestic
functions. Specifically, we request an investigation of the legality of data acquisition,
verification, and security procedures and the overall magnitude of government contracts with
ChoicePoint Inc. and similar database companies.

In April, 2001, the Wall Street Journal reported that ChoicePoint provided personal
information to at least thirty-five government agencies and was the largest of the data suppliers.
The accuracy of such data being relied upon by federal agencies must be of the highest caliber.
Accurate data enhances national security, while inaccurate data can be both dangerous and
personally destructive. In fact, the Transportation Security Administration (TSA) relied on
erroneous private contractor data in hiring personnel to secure our nation’s airports and, as a
result, failed to flag background issues with 161 of 504 appllcants to the air marshal program

As private firms participate in the modernization of routine security checks such as those
at our nation’s airports, the security procedures employed by private dataminers merit close
scrutiny. This month, ChoicePoint disclosed that thieves may have stolen the personal data of
more than 35,000 people in the state of California and up to 145,000 people nationwide. Before
this information became public, however, TSA announced a pilot program for privatization of
the “registered traveler” program at Orlando International Airport involving Verified Identity
Pass, Inc., a partner of ChoicePoint. For a fee, frequent fliers would disclose personal
information to a Verified Identity database for faster clearance through airport security.
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We are concerned about the government’s reliance on, and possible contributions to,
private contractors that may not have accurate or secure data, especially as it relates to the role
these companies play in providing data for law enforcement and national security decision-
making. For these reasons, we request that the GAO examine and report on the following:

(1) the contracts between commercial data suppliers and any federal agency, the variety of
information supplied, including the form of the information (e.g, website), the term and
compensation arrangements;

(2) the guidelines of the federal agencies governing the use and acquisition of personal
information from commercial data suppliers and all oversight, quality control, or verification
procedures for said data (including assessments on the quality of commercial databases); and

(3) internal data acquisition guidelines, quality controls, oversight, and security procedures used
by the commercial data suppliers.

We thank you for your immediate attention to this matter and look forward to meeting
with you as soon as possible to discuss our proposal. Please contact Keenan Keller of the
Democratic staff of the Committee on the Judiciary at 202-225-6906 and Mindy Barry of the
Republican at 202-226-7687 with any inquiries concerning this request.

iz Sincerely,

ES SENSENBRENNER, JR. OHN CONYERS, Ji
Chairman Ranking Member
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STEVE CHABOT ARROLD NADLER
Chairman Ranking Member
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